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Abstract 

Artificial intelligence applications have increased in recent years, providing benefits that increase 

the productivity of individuals and organizations. Individuals and organizations consult with AI 

tools in many areas, seek their assistance, and create value using these tools. However, the use of 

AI tools brings with it various security concerns. Open-source AIs have higher capabilities than 

those hosted on-premise environments. This encourages individuals and organizations to use 

open-source or paid versions. This study aims to identify and prevent unauthorized sharing of 

potentially sensitive data with third parties during paid or open-source use of AI tools using AI-

assisted detection and prevention. The study, aims to use a combination of natural language 

processing, big data, and machine learning methods during detection processes, will also focus on 

customizing the models to be organizations or person-focused, in addition to general sensitive data, 

and increasing success in capturing sensitive data by fine-tuning the models. It will enable the 

implementation of blocking or masking processes after a successful detection process. 
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1. Introduction 

Large Language Models (LLMs) have become widely used across various domains, 

supporting tasks such as summarization, drafting, and automated reasoning. Despite 

their broad adoption, organizational governance structures regarding AI usage remain 

underdeveloped. According to Gartner, although AI is integrated into production 

workflows in many organizations, only a small proportion have established effective 

governance practices [1]. As a result, users may unknowingly transmit confidential or 

personal information when writing prompts to cloud-based AI systems. 

Traditional Data Loss Prevention (DLP) mechanisms focus on structured communication 

channels, such as email or file transfers. These tools are not designed to handle 

conversational, unstructured natural language input. To address this gap, this study 

introduces an intermediary AI Data Loss Prevention Gateway (AI-DLP Gateway), which 

operates between the user and the AI platform. The gateway analyzes prompts in real 

time. Initially, rule-based detection methods are applied to identify structured sensitive 

data. If needed, a secondary contextual analysis is performed using a BERT-based NER 

model. Inputs identified as containing sensitive information are blocked, while safe 

prompts are allowed to proceed. 

 

The system provides a practical means for organizations individuals to benefit from LLM 

capabilities without compromising data privacy. 

2. Materials and Methods 

2.1 Traditional DLP Approaches 

 

Traditional DLP solutions operate by examining email traffic, endpoint activity, or 

network gateways to detect known patterns of sensitive data. However, these systems 

have difficulty capturing meaning when sensitive content is embedded in free-form 

natural language. In cloud-based AI interactions, the dynamic and user-generated nature 

of prompts makes these approaches insufficient [2]. 

2.2 Rule-Based and Regex Detection Systems 

Rule-based methods, especially regular expressions, are effective for detecting structured 

data such as identity numbers or email addresses. Yet, slight formatting changes or 

paraphrasing can bypass these rules. Therefore, regex alone is not adequate for detecting 

sensitive data expressed in conversational contexts [3]. 
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2.3 Contextual Representation Using BERT 

BERT introduced a contextual representation framework that allows modeling the 

relationship between words based on surrounding text. This makes BERT-based models 

effective in identifying sensitive expressions that are not explicitly structured [4]. 

2.4 Named Entity Recognition 

Named Entity Recognition (NER) models detect entities such as names, locations, 

organizations, and identifiers. In data protection contexts, NER enables identifying 

sensitive information that may not follow a fixed format. Studies show that transformer-

based NER models are particularly effective for privacy-related tasks. 

2.5 Machine Learning and Deep Learning Approaches 

Machine learning models trained on large text datasets can identify variations of sensitive 

expressions that rule-based approaches miss. Hybrid approaches combining ML and 

rule-based detection have demonstrated strong performance in sensitive data 

obfuscation and anonymization tasks [5]. 

3. Results 

The hybrid AI-DLP system developed in this study was evaluated using a dataset of 

50,000 text samples. Of these, 60% contained personal or organizationally sensitive 

information, while 40% were neutral prompts. 

Regex-only detection achieved high precision (93%) but lower recall (78%). The BERT-

based NER model improved recall to 91% but caused a slight drop in precision due to 

contextual misclassification. 

The combined hybrid model achieved: 

 

Table 1: Performance Metrics of Regex, NER and Hybrid Detection Model 

 

Latency measurements averaged 172 ms, making the system suitable for real-time use. 

The hybrid architecture also demonstrated resilience against evasion attempts, such as 

spacing, symbolic substitutions, and text masking. 

Method Precision Recall F1 Score 

Regex 93% 78% 84% 

NER Model 79% 91% 82.5% 

Hybrid Model 95% 93% 94% 
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4. Discussion and Conclusion 

The hybrid approach is effective because each layer addresses a limitation of the other. 

Rule-based detection provides strong performance for structured data, while the NER 

model captures context-dependent sensitive content. However, some challenges remain 

in detecting ambiguous categories such as workplace titles or informal address 

expressions. Future work may include ensemble models, threshold calibration, and 

model compression for performance enhancement [6]. 

This study presents a practical and adaptable gateway for detecting sensitive information 

in user prompts submitted to cloud-based AI systems. By integrating rule-based and 

contextual detection methods, the system reduces the risk of data leakage while 

maintaining usability. Future developments may expand the model to multilingual and 

multimodal inputs, including images and code segments, and extend detection to AI-

generated outputs. 
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