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Abstract 

Call centers today operate within complex ecosystems where surveillance technology, digitalization, and 

process automation are pivotal. These advancements enable multi-channel communication, personalized 

service, and proactive customer support. Unlike traditional models centered solely on phone interactions, 

modern call centers leverage digital tools to enhance operational efficiency. A significant innovation lies in 

the application of image processing techniques, including face recognition algorithms. These technologies 

automate tasks, minimizing human intervention and optimizing workflow. In this context, a proposed 

artificial intelligence-driven call center management system aims to replicate office environments remotely. 

It focuses on ensuring high service quality and security through real-time monitoring of representatives. 

Key features include facial recognition accuracy rates of 99% for detection and 96.88% for recognition. 

This system distinguishes live faces from photographs using cascade location detection, a novel approach 

that enhances fraud prevention compared to current methods. Integrating such advanced technologies into 

call centers marks a transformative step towards efficient, secure, and personalized customer service 

experiences in the digital age. Only the video call recordings are utilized for all analyses without additional 

equipment or data sources. Therefore, this easily implementable management system is introduced at a 

minimal cost. 
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1. Introduction 

Call centers have become essential in customer relationship management within the last 30 years 

[1]. Also, they contribute significantly to employment in many countries [2]. The personnel costs 

constitute 60-80 percent of all operating costs in the call center [3]. The call center has two most 

important success criteria: Accessibility and Quality. Accessibility is a factor that affects all other 

parameters that may come with it, and it is the beginning of everything. The second most 

important point that your customers expect from you, the other most crucial factor distinguishing 

you from other companies, is how much "quality" service you provide.  

Operating remotely, assessing the performance of customer representatives during calls, 

evaluating call efficiency, and ensuring representative presence are challenging tasks using 

manual methods. Typically, such evaluations are conducted sporadically on a small sample of 

personnel. Companies, especially those in sectors like legal services, require stringent oversight 

of employee work hours. Given the scale of the call center industry with its thousands of 

employees, there is an urgent and critical demand for an automated system that is both highly 

accurate and professional to manage this oversight efficiently. Existing products partially fulfill 

these needs but come with prohibitively high costs. Therefore, an automated monitoring system 

is not just a luxury but a necessity to track employee activities and gauge productivity effectively.  

Working from home has been increasing recently, especially with the pandemic effect. In a press 

release from 2022, Tele Performance announced that more than 70% of its workforce was engaged 

in remote work [4]. Sitel, a prominent operator in the contact center industry, has prominently 

mentioned on its website that 65% of its extensive staff of 160,000 individuals are presently 

engaged in remote work as of 2023 [5]. Due to the widespread adoption of telecommuting 

accelerated by the COVID-19 pandemic, particularly in service industries, ensuring the 

effectiveness and safety of organizational operations has become paramount. For instance, 

banking regulations mandate that customer representatives in call centers must be official 

employees working under appropriate conditions and meeting performance standards. 

In essence, remote work necessitates using communication technologies and digital platforms 

within business processes. Consequently, a solution has been proposed where webcam footage 

of home-based customer representatives undergoes analysis to detect any potential irregularities. 

This involves employing a model that utilizes image processing, face recognition, and verification 

of reality and vitality. The study scrutinizes factors that could impact customer satisfaction, such 

as whether a representative is present in front of the camera during remote sessions, the 

individual's identity, orientation displayed during customer interactions. 

This paper proposes an artificial intelligence-based call center management system that monitors 

call center representatives and creates alerts for the managers in case of any unexpected situation. 

In particular, the primary contributions of this study include the following: 

 

The proposed system aims to replicate the challenging oversight processes call center companies 

face in managing remote representatives. Our research initiative is specifically designed within 
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the framework of legal obligations set forth by the BRSA, particularly in banking transactions. 

According to BRSA regulations, one out of every ten interactions with each customer 

representative must be video recorded daily, with corresponding security checks enforced. 

Remarkably, there is currently no existing AI-supported framework in literature that fulfills this 

specific legal requirement. 

Additionally, the proposed system serves specialized service requests from companies, 

contributing to industry practices. For instance, VIP customers are directed to connect directly 

with a customer representative immediately after the IVR (Interactive Voice Response) system. 

Options such as reporting lost/stolen cards and handling suspicious transactions are prioritized 

in the main menu, ensuring customers are swiftly connected to a representative. Furthermore, 

bank call centers must prioritize connecting users requesting card cancellations directly to a 

human agent, bypassing robot agents or chatbots. Elderly customers aged 60 and above, 

identified through their registered number or ID, are also provided the option to connect directly 

to a call center representative, regardless of the registered calling number. 

 

Face identification in video frames is employed for verification purposes, achieving an accuracy 

rate of 99% in identification and 96.88% in recognition. The system also automatically monitors 

the duration customer representatives spend with customers and their break times. Additionally, 

it verifies whether the detected face belongs to a live representative or is a photograph, using 

location change detection of facial features. This approach effectively prevents potential 

deceptive behaviors by customer representatives. 

Exclusively utilizing video call recordings for all analyses without additional equipment or data 

beyond what is found in existing literature, the system's interface oversees various key aspects: 

detection of multiple persons and detection of still images, as depicted in Figure 9. This approach 

effectively automates call center management, offering a cost-effective solution. The system is 

designed to be user-friendly and widely accessible, aiming to stand out as an easily deployable 

solution with broad appeal. 

The research has seven sections: first is an introduction, second is a literature review, third is call 

center management, fourth is machine-learning-based management, fifth is experimental results, 

sixth is the discussion about future work and limitations, and seventh is the conclusion. 

2. Related Literature 

The proposed framework begins by detecting and verifying the presence of a live face, followed 

by facial recognition to authenticate the representative—a crucial initial security measure. 

Subsequently, the system scrutinizes the work environment, automatically identifying new 

persons beyond authorized employees from recorded images. This aspect of the system aims to 

maintain productivity to meet service quality standards, triggering alerts when identification 

problems are detected in agents. 
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Moreover, representatives exhibiting positive moods are strategically assigned to handle calls 

involving challenging or VIP customers and repeated issues. Additionally, the analysis of agent 

head direction supports compliance with business quality standards. However, the primary focus 

remains on security measures, as any behavioral anomalies detected by the system prompt 

immediate warnings to prevent potential fraud. The proposed system's infrastructure is visually 

represented in Figure 9, while its comprehensive monitoring capabilities. 

2.1. Face Recognition 

Computer vision and deep learning are currently the focus of extensive research efforts, 

particularly in the realm of facial detection and identification. These technologies find application 

in various settings such as stores, banks, schools, public venues, and private properties for 

managing access control and ensuring security. 

Facial recognition is a biometric method that involves accurately analyzing and comparing facial 

patterns based on distinctive facial features to verify an individual's identity [6]. The core 

challenge in automatic facial recognition lies not only in recognizing faces but also in reliably 

detecting them across diverse environments [7]. Precise facial detection in any given scene is 

crucial as it simplifies the subsequent recognition process, highlighting the importance of initial 

face detection as a prerequisite for effective face recognition [8], [9], [10]. 

Paul Viola and Michael Jones made a significant breakthrough in computer face detection in 2001, 

introducing the Viola-Jones face recognition algorithm. This algorithm revolutionized the field 

by enabling rapid framing of faces within images following years of less successful attempts [11]. 

Their approach, known as the detector cascade, has garnered widespread academic interest and 

consists of progressively more complex face classifiers. The Viola-Jones detector cascade has also 

found practical applications in various commercial products, including digital cameras and 

mobile phones [7]. 

While cascade detectors excel in detecting noticeable faces, they encounter challenges with 

partially visible faces or faces captured from different angles, prompting researchers to seek 

solutions. Using the Viola-Jones method, Wu et al. [12] developed specialized detector cascades 

for different face views. Mathias et al. [13] introduced integral channel features and a soft cascade 

approach to enhance multi-view face detection performance, incorporating face orientation 

annotations. Viola and Jones [14] proposed a tree classifier for face pose estimation and validated 

detections through cascades tailored to specific face poses to address the computational demands 

of multi-view face detection. 

In addition to cascade-based methods, deformable part models [15] offer an alternative approach. 

They define faces as assemblies of facial parts trained through supervised and unsupervised 

methods. This technique, employing Latent SVM, proves robust against detecting partially visible 

faces, as detection relies on recognizing specific parts rather than the entire face. 
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Hangaragi et al. [16] pioneered the detection and recognition of faces using Face Mesh 

technology. Initially, a machine learning framework identifies faces and extracts multiple 

landmarks, followed by 3D face reconstruction via Face Mesh. Deep learning techniques then 

match the reconstructed face with a database for identification, utilizing 468 extracted facial 

landmarks. Despite its capability to handle diverse conditions such as varying illumination, 

backgrounds, gender, age, and race, the proposed model is noted for its high computational 

complexity. 

While some researchers, including those referenced in [17], continue to leverage machine learning 

for face recognition, recent advancements have been significantly influenced by deep learning 

methodologies. Convolutional Neural Network (CNN)--based object detectors can now 

effectively distinguish faces from other objects within images. 

In this context, the framework presented in this article demonstrates its proficiency in face 

detection and recognition using the ResNet model. Trained with the ResNet50 architecture in 

Python, this neural network leverages the "residual layer" structure introduced by He et al. [18] 

in 2016, which has proven instrumental in advancing deep learning applications, particularly in 

the field of image processing. 

The proposed system utilized Haar Cascades from the OpenCV library in Python for the purpose 

of face detection. Haar feature-based cascade classifiers, originally introduced  

Figure 1: Residual unit [23]. 

by Viola and Jones [19], were employed to establish the fundamentals of face detection. This 

approach, deeply rooted in machine learning, involves training a cascading function with a vast 

number of positive and negative image samples. Haar features, such as edges, lines, and four-
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rectangle patterns, akin to convolutional kernels, are extracted from these images. The integral 

image, an intermediate representation of an image, plays a crucial role in efficiently computing 

these Haar features across different regions of an image. 

3. Materials and Methods 

3.1. Face Recognition 

Residual neural networks (ResNet) were employed for face identification, leveraging recent 

advancements in deep learning techniques. ResNet has demonstrated remarkable success in 

extracting powerful features from images, leading to efficient and accurate classification. The core 

element of ResNet is the residual unit, which consists of multiple convolutional layers (Conv), 

batch normalization (BN) stages, and rectified linear unit (ReLU) layers. Figure 1 illustrates a 

schematic representation of a residual unit. 

Let be the input for the first residual unit. The algorithm's result   is computed as given in equation 

1: 

𝑥𝑙+1 = 𝑓(𝑥𝑙 + 𝐹(𝑥𝑙 ,𝑊𝑙)) (1) 

where F(x) represents the residual mapping learned by the convolutional layers, BN stages, and 

ReLU layers within the residual unit. This additive approach facilitates the training of deeper 

networks by mitigating the vanishing gradient problem, thereby enhancing the network's ability 

to learn intricate patterns and features essential for face.  

𝑥𝑙+1 = 𝑓(𝑊, 𝑥𝑙 + 𝐹(𝑥𝑙 ,𝑊𝑙)) 

 

(2) 

 

The residual function incorporates a weight parameter and is characterized by its adaptable 

structure. ReLU (Rectified Linear Unit) serves as a non-linear activation function within this 

context. It's crucial that the dimensions of the input xxx and the output are identical. In scenarios 

where input and output channels differ, a linear mapping is employed to align dimensions, as 

detailed in equation 2 [20]. This ensures compatibility and smooth transition between layers, 

facilitating effective training and optimization of ResNet architectures for diverse tasks, including 

face identification and classification. 
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Additional convolutional layers can be incorporated to construct a deep residual network by 

assembling numerous residual units. Input data passes through sequences of Convolutional 

(Conv), Rectified Linear Unit (ReLU), and Batch Normalization (BN) layers. Outputs are 

generated after processing through residual units, BN layers, and several fully connected layers. 

The architectural framework employed for face recognition is depicted in Figure 1, illustrating 

the configuration of residual units essential for this task. The model was trained using images 

from nearly 1000 individuals, with the entire implementation written in Python, encompassing 

CNN and other necessary components. Figure 2 provides a comprehensive overview of the 

network architecture designed for face detection and recognition. Identity blocks consist of three 

convolutional layers, while convolutional blocks feature a similar structure, which is crucially 

employed in identity verification modules. 

 

Figure 2: The network architecture utilized for facial detection(a) and recognition(b) 

4. Results 

We outline the evaluation criteria employed to assess the effectiveness of our AI-driven call center 

management system across its key functionalities: face detection and recognition. Each subsection 

within this segment elaborates on specific metrics tailored to our classification problem, 

influenced by related studies such as [14], [15], [21]. 

In calculating these metrics, understanding True Negative (TN), True Positive (TP), False 

Negative (FN), and False Positive (FP) is crucial. For face detection, these terms are defined as 

follows: 

• TP: Correctly detecting a face when present in the scene. 

• TN: Correctly not detecting a face when absent from the scene. 

• FP: Incorrectly detecting a face when none exist in the scene. 

• FN: Failing to detect a face when they are actually present. 
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These metrics collectively provide comprehensive insights into the system's performance, 

guiding further enhancements and optimizations in call center  

3.1. Face detection and recognition task 

For this task, first, we were required to detect faces in video frames and then recognize the 

identities for the automated monitoring of customer representatives. Haar cascades were used to 

detect face regions, and residual neural networks (ResNet) were used to recognize the identities 

of detected faces. Table. 1 represents the experimented parameter values for the ResNet-based 

face recognition model. Bold values refer to the best parameters that produce the highest 

accuracies. 

Table 1: Experimented hyper parameter values for face recognition 

Hyper parameter Experimented values 

Activation function ReLU, sigmoid, softmax, tanh 

Loss function Binarycross-entropy, 

categorical_crossentropy 

Optimization algorithm Adam, SGD, Nadam, 

Rmsprop 

Learning rate 0.0001, 0.001, 0.01 

Batch size 32, 16 

Dropout rate 0.2, 0.5 

 

 

 

Figure 3: Confusion matrix of Face detection 
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As the confusion matrix in Figure 3 shows, Haar feature-based cascade classifiers with OpenCV 

module in Python detect almost all faces. 99% is a successful detection accuracy for the proposed 

agent monitoring system. Details of the Haar feature-based classifier are given in the section Face 

Detection and Recognition.  

More deterministic and discriminative features are required for the identification of faces. Hence, 

more features were extracted through Resnet-based models that are mostly used for face 

recognition tasks. The proposed ResNet-based face recognition model is given in Figure 5. 

ResNetV2 model [22] was customized by adjusting the number of residual and fully connected 

layers and fine-tuning them. Our best model has four residual layers; its properties are given in 

Figure 5. The vanishing gradient problem encountered in deep neural networks disappears in 

ResNet by activating and adding to the current layer before activation. That's why the 

contribution of some neurons in deeper layers is guaranteed, and the problems are solved 

successfully.  

 

Figure 4: Confusion matrix of Face recognition task 

 

 

Figure 5: Proposed ResNet-based model  
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For the model's training, we used frames in the video streams of each customer representative. 

Six frames were used for one agent and as an input image for that agent. 978 images belonging to 

163 agents were used in total for the experiments on the face recognition task. Figure 4 shows the 

face recognition task's confusion matrix, implying a satisfactory success rate with about 97% 

accuracy—3% of the images needing correct recognition.  

Table 2 shows the performance metrics for face recognition on the CMC Turkey company and the 

Olivetti datasets. Additional experiments on the public Olivetti dataset [23] were also conducted 

to prove the success of the model we created for face recognition. There are 400 face images from 

40 distinct samples in the dataset. Face images were taken between April 1992 and April 1994 by 

AT&T Laboratories in Cambridge. They were taken at different times, with varying lighting, 

facial expressions, and facial detail conditions. The size of each image is 64x64, and image pixel 

values were scaled to [0, 1] intervals. 

Table 2: The performance metrics values of the face recognition application 

Performance metrics for the face recognition task on datasets (Average-%) 

Dataset Accuracy Precision Recall F1-Score 

CMC Turkey 96.88 94.50 95.00 95.50 

Olivetti 86.00 80.00 85.00 86.00 

 

Furthermore, the sitting position of the employees, which complicates the decision about the 

camera field of view and the data quality of input images, may impair the effect of extracted 

features and cause losses. Training and validation accuracy and loss graphs of the face recognition 

model for 60 epochs are given in Figure 6. The graph indicates that the model can successfully 

recognize samples with no overfitting/under fitting. Because at a certain point (around the 40th 

epoch), training and validation curves become consistent, which means the model learned well. 
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Figure 6. Training and validation accuracy and loss graphs of ResNet-based face recognition 

model on CMC Turkey dataset 

 

 

Figure 7. Training and validation accuracy and loss graphs of ResNet-based face recognition 

model on the Olivetti dataset 

Figure 7 shows training and validation accuracy-loss graphs for the Olivetti dataset. The metrics 

and validation graphs indicate acceptable rates for the created ResNet-based face recognition 

model on a public Olivetti dataset. For better performance, agents must comply with their sitting 

patterns and see themselves on the screen during work to enable better input images for the 

analysis. An ergonomic design for the physical environment of the agents should be developed, 

and employees should be able to follow their pictures on the screen. Increasing the camera quality 

will also improve the decision process by reducing the need for preprocessing. In addition, you 

can see the success values obtained from all transactions in Table 3 below.  
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Table 3. Face detection and recognition results. 

 

Table 2: The performance metrics values of the face recognition application 

 

 

Also, the DenseNet face recognition model is applied to the CMC Turkey dataset, as shown in 

Figure 8. DenseNet, short for "Densely Connected Convolutional Networks," is an architecture 

introduced in a 2017 paper by Gao Huang, Zhuang Liu, Laurens van der Maaten, and Kilian Q. 

Weinberger [24]. It is a convolutional neural network (CNN) known for its unique connectivity 

pattern; it connects each layer to every other layer in a feed-forward model. 

 

Figure 8. Training and validation accuracy and loss graphs of the DenseNet face recognition model on the 

CMC Turkey dataset. 

5. Discussion and Conclusion 

Remote work leverages digital tools, communication platforms, and automation technologies to 

streamline workflows, facilitate remote collaboration, ensure security, and boost productivity. 

These tools foster close cooperation and interaction between humans and machines. The goal is 

establishing a symbiotic relationship where machines handle repetitive tasks and data 

processing. Decision-making authority is shared between humans and machines, supported by 

real-time data from intelligent systems. To this end, we propose a novel framework for fully 

automated call center management that is cost-effective, easily deployable across any 

organization and addresses common challenges in call center operations. Tasks such as 

monitoring break times of customer representatives during interactions for effective 

communication and customer satisfaction, and identifying representatives are efficiently 

managed through an enhanced artificial intelligence-driven management system. The 

inefficiencies of manual inspection of customer representatives are effectively eliminated with 

our proposed framework. In the future, we anticipate widespread adoption of this mechanism by 

Task Accuracy Precision Recall F1-Score 

Face Detection 0.99 0.99 0.99 0.99 

Face Recognition 96.88 94.50 95.00 95.50 
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nearly all call center enterprises to enhance customer relationships and optimize operational 

costs. 

Looking ahead, a potential evolution of our remote management system could involve real-time 

monitoring. Unlike our current offline approach, future iterations could instantly alert 

representatives during interactions, making the transition to real-time applications more 

purposeful for companies. This exciting prospect opens up new possibilities for call center 

management, promising even greater efficiency and customer satisfaction. 
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