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Abstract

Non-volatile memory (NVM) is a type of embedded device memory that can retain stored data
even when power is disconnected. Its significance is growing due to the increasing need for fast
access and access to large volumes of data. Efficient usage of NVM is crucial to maximize its
potential. Efficiency can be achieved by increasing the read/write speed as well as by using the
available space efficiently. Moreover, supply chain problems that have emerged in recent years
have once again demonstrated the importance of using NVMs efficiently. The subject of this study
is the 100% efficient use of memory. A multi-layered structure has been designed to increase the
usage efficiency of NVM. Algorithmically, the basic logic is to fill the NVM so that there are no
garbage bytes left in one sector of the NVM. This algorithm is structured to provide 100%
efficiency by increasing the number of write/read operations. In studies on NXP S32K148, it has
been observed that NVM is used with full efficiency. The operating speeds of the high-level
read/write functions have not changed at a level that will affect the system. In summary, even if
the low-level read/write number changes, it does not disrupt the operation of the system. The
developed NVM Management System does not have a power safe feature. It can be made more
reliable with the power safe feature in new studies.
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1. Introduction

The proliferation of the Internet of Things (IoT) has necessitated the development
of increasingly sophisticated embedded devices that require high performance and
reliability. Non-Volatile Memory (NVM) is a fundamental component of such devices,
serving as a repository for critical data and program code and facilitating fast and
dependable system startup. The digital information age's explosive data generation and
consumption have created a demand for durable, dependable, and high-performance
storage systems, and NVM has emerged as a promising solution for embedded devices
that can meet these criteria. As NVM becomes increasingly prevalent in modern
computing systems, it is crucial to understand how to use it effectively. While NVM
provides numerous advantages over traditional storage devices, such as faster access
times, lower power consumption, and higher endurance, extracting the maximum value
from it necessitates a distinct approach to software design and data management. This
article outlines effective strategies for writing, deleting, and updating data in NVM. By
optimizing NVM utilization and enhancing memory management, it is possible to extend
NVM's lifespan, lower the risk of data loss, and improve the durability and reliability of
stored data.

2. Materials
21. NVM

Non-volatile memory (NVM) is an essential computer memory that can store data even
without power. The importance of NVM has been increasing in recent years, given the need to
store and access large amounts of data quickly. In contrast to volatile memory like DRAM, which
loses data when the power is off, NVM is designed to hold data even without power, making it
suitable for persistent data storage in devices like embedded systems, mobile devices, and data
centers. Different types of NVM, such as flash memory, phase-change memory, magnetic RAM,
and resistive RAM, each have unique characteristics such as speed, durability, and power
consumption, making them ideal for different applications. Maximizing the efficiency of NVM is
critical to achieving its potential and enhancing the durability and reliability of stored data.

2.2. CProgramming Language

C Programming Language is a that is widely used in the computer industry for
developing efficient and reliable software. It was developed by Dennis Ritchie at Bell Labs in the
1970s as an extension of the B programming language. C has become one of the most popular
programming languages due to its ability to produce efficient code and its simplicity, allowing
developers to create low-level systems and high-level applications. C is a procedural language,
which means that it follows a step-by-step approach to execute instructions, making it a
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structured language that is easy to read and understand. C is also a compiled language, which
means that source code is compiled into machine code that can be executed directly by the
computer's processor. C has a rich library of built-in functions and operators, making it suitable
for a wide range of applications, including operating systems, embedded systems, graphics, and
gaming. C has been used to develop many important software applications, including the Unix
operating system and the Linux kernel. The language is also used in many academic settings to
teach programming concepts and algorithms due to its simplicity and structured approach.

2.3. Microcontroller Unit

Microcontrollers (MCUs) are integrated circuits that combine a microprocessor with
memory and input/output peripherals, all on a single chip. MCUs are designed for embedded
systems and are often used in devices that require a degree of intelligence or automation, such as
automotive electronics, household appliances, medical devices, and industrial machinery. The
microprocessor core in an MCU typically has a reduced instruction set architecture (RISC) and is
optimized for low power consumption, high performance, and low cost. The memory in an MCU
is often non-volatile, such as flash memory, which allows the MCU to retain its program and data
even when the power is turned off. The input/output peripherals on an MCU typically include
analog-to-digital converters, digital-to-analog converters, timers, and communication interfaces
such as UART, SPI, and I12C. These peripherals allow the MCU to interact with the outside world,
such as reading sensor data, controlling motors, and communicating with other devices. MCUs
are often programmed using C or assembly language, and the software is typically developed
using an integrated development environment (IDE) that provides a text editor, compiler,
debugger, and other tools for programming and testing the MCU. Because MCUs are often used
in real-time systems that require rapid response to external events, the software must be carefully
designed and optimized for performance, efficiency, and reliability.

3. Method

Data structures optimization and read-write frequency changes have been the
basis of studies and file system projects to increase performance and efficiency in non-
volatile memories. In the study of fully efficient non-volatile memory usage, the control
in the writing process of the data and the indexed structure of this data were emphasized
as a methodology.

This write control mechanism is provided by the index table in the last 2 sectors.
This index table, which is a lookup table, maps the addresses of the data in memory,
providing easy access if the data is to be used. The index table is first updated in case of
any operation on the data.
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In this section, the configurations required for fully efficient non-volatile memory

usage and use cases such as data write, delete, and update are discussed.

3.1

Configuration

One of the first and most important parts of the implementation for this study is its

configuration. The feature of being usable easily and on most platforms can be provided

by this configuration method. Thanks to a header file named 'config.h', where parameters

are specified according to the platform to be used, non-volatile memory is made ready to

be used in full efficiency. This header file contains the following variables, respectively:

flash_start_address: This variable represents the starting address of the non-
volatile memory which may differ from MCU to another one where data can be
stored. Any data to be saved is first written starting from this address. It must be
typed in bytes.

sector_size: This value, which can take different values on different platforms,
refers the size of the smallest erasable or programmable block in memory. It must
be typed in bytes.

tflash_end_address: This variable represents the last address in memory where
data can be saved. In this study, although the last 3 sectors are not reserved for
data storage, the last address must be assigned as the value in bytes.

Moreover, there are 2 more variables in this file that are automatically determined

with the values entered above:

allocated_sector_start_address: This variable specifies the starting address of the
sector to be used in case the data to be written does not fit into the RAM during
the data writing process. It is obtained by subtracting 3 sector sizes (sector_size)
from the last address (flash_end_address) of the memory.
index_table_start_address: It refers to the starting address of the table where the
data in the memory and their addresses are kept. This variable is obtained by
subtracting 2 sector sizes (sector_size) from the last address (flash_end_address)
of the memory.

After editing the config.h file, the non-volatile memory (NVM) structure will be as

follows.
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Figure 1: NVM Structure After the Configuration

3.2 Use Cases

The use cases in this study can be grouped under 3 main headings as data
insertion, deletion, and updating.

3.2.1 Data Insertion

The data insertion scenario is the process of storing data of any size in memory according
to MCU’s endianness. The data to be written is written to a previously erased sector in an
initialized memory. If there is no purpose to write it right after to the previous one when another
data comes, its efficiency will be low.

In this study, firstly, the size of the incoming data to be written and the largest address
kept in the index table are sum and it is checked whether it overflows into the allocated sector. If
an overflow is to occur to this allocated sector, the system will completely stop writing before this
data is written. If there is no overflow, it is checked whether the data is small enough to be written
to RAM. Since the sector where the data is intended to be saved cannot be completely deleted due
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to the possibility of losing data, it is desirable to keep it in RAM temporarily if possible.
Otherwise, it is saved to the sector allocated for write operation for later deletion.

After keeping the data in RAM or in the allocated sector, it goes to the largest address held
in the index table and the data is written to the memory along its size, starting from this address.
Immediately after, the index table is updated with the new data and the address of that data is
stored. As the last step, if the allocated sector was used for temporary storage, the system clears
this sector first, and if it was not used, the system directly ends the data insertion process
successfully.

The following figure represents all these insertion processes as a flowchart.
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Figure 2:Data Insertion Flowchart
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3.2.2 Data Deletion

Data deletion is to remove a data existing in the memory, in other words, to write
OxFF values to the place where the values of the data are stored. There may not be any
new data in the appropriate size to the address where this deleted data is located, or the
new data may be written to a different address. Therefore, this portion remains unused
and the efficiency of non-volatile memory decreases.

In the data deletion stages of this study, firstly, the address of the data from the
index table of the deletion request is read. Thus, the data is deleted from the memory by
writing OXFF value throughout its size, starting from the address read. Immediately after
deletion, all information about this data is also removed from the index table.

The part that will provide full efficiency comes after these processes. In order that
there is no lost part between the values found before and after the deleted data, all values
found after the deleted value are shifted by the size of the deleted data until the last data
is shifted, and whereupon each shift, the index table is updated with new addresses
recursively.

The following figure represents all these deletion processes as a flowchart.
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3.2.3 Data Updating

The process of updating the value of a data is the process of replacing the values at the address

of that data with new ones. In fact, it happens by first deleting those values and then writing new

values to that address.

In this study, for the update process, first of all, the address of the data to be changed is read from

the index table, which provides a quick access to that address. Since the size of the data to be

updated will not change at run-time, the system goes to the address it reads and completes the

process by writing a new one after deleting the value.

The following figure represents all these updating processes as a flowchart.

Request to update an
existing data

Read the address of the
specified data from the
index table

l

Erase the memory as

much as the data size,

starting from the read
address

l

Write the new value to the
same address

l

Finish the process

Figure 4:Data Updating Flowchart
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4. Result

This section will present the results of study with the output from the fully efficient
non-volatile memory (NVM) usage tests on the S32K148 test platform by exporting the
memory browser. There are separate tests for insertion, deletion and updating
operations. In these tests, the first data is selected as 8 bytes, the second one is 64 bytes,
and the third one is 16 bytes. Also, each sector size equals to 128 bytes.

41  Data Insertion

In the tests of adding data, firstly, an output was taken about how 3 different
values are kept in memory without providing a fully efficient non-volatile memory usage
structure. In this case, each data is written in different sectors and thus unused empty
areas are formed between them as seen in Figure-5.

Bx08030808 |ESB44352 45 EEFEEEEE EEEEEEEE FEEFFEFF EEEEEEEE FEEFFEEF
0xBEB8004B FFFFFFFE FF F F = FEEFEFEE FFFEFEEF EEFEEFEE
@xpBO3EBSE FFFFFFFF Fr & FEEEEFEE £F EFEFEEF
BxBBOSEBCEe FFFFFFFF ¢ EEFEEFEE £F EFEFEEF
(3% 1ee [8695A473 40 4 BEOSAATS 4655
0x80B80148 FFFFFFFF F EEEFEEEE FF

©xBEBE80188 FFFFFFFF F = FEEFEFEE FFFEFEEF EEFEEFEE

data 2

F FFFFFFFF FFF
F FFFFFFFF FFF

L (e I i1

BxBB@501C0 FFFFFFFF F F FFFFFFFF FFF F F FF FFFFFFFF FF FFFFFFFF
ex20030200 [A7F68594 F F FEFEEFEF FF EEFEEFEF
88248 FFFFFFFF FEFFFFFFIFFFFFFT F F FFFFFFFF FF FFFFFFFF
88288 FFFFFFFF FEFFFFFFIFFFFFFT F F FFFFFFFF FF FF FFFFFFFF
88208 FFFFFFFF FFFFFFFF|FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
v
data 3

Figure 5:Data Insertion Output Before the Full Efficient NVM Usage Study

On the other hand, judging by the results obtained after integrating the fully
efficient memory usage structure, all data is appended to the previous one end as seen in
Figure-6, thus avoiding lost areas.

IE_SB44352 LBS""‘LEEQSM?E 46352413 B6O5A473 4635241 4635241 4635241 465352413 8695A473 4635241

@x00050040 [S605Ad7S 405524 JA/r68594 4 A7r68594 47 FFFFFFFF
FFFFFFFF F FRFFFFFT f FFFFFFFF

@ FFFFFFFI FFFFFFFF FFFFFFF FFFFFFFF
86166 FFFFFFFE FFFFFFFF FFFFFFI FFFFFFFF
146 FFFFFFFF F FFFFFFFE FFFFFFFF
86186 FFFFFFFF FFFFFFFF FFFFFFFI F F FF FFFFFFFF
881C@ FFFFFFFE FFFFFFFF FFFFFFFI F FF FFFFFFFF
288 FRFFFFFS FFFFFFFF FFFFFFE FFFFFFFF
48 FRFFFFFI FFFFFFFF
80280 FFFFFFFI FFFFFFFF
802(0 FFFFFFFI FF FFFFFFFF

Figure 6?Data Insertion Output After the Full Efficient NVM Usage Study
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4.2 Data Deletion

In the test of deleting data, first of all, the result has been observed when data is
deleted without a fully efficient non-volatile memory structure. In this output, as seen in
Figure-7, when the second data was deleted, it was found that the missing area was

formed between the data.

ESB44353 45
©XxB008004D FFFFFFFF

J|FFFFFFFF FFFFFFFF FEFFFFFF FEFFFFFF

[7Fe8504 275625 4 A7F68594 2736251
F FF FFFFFFFF

@ FFFFFFFI FFFFFFFF
166 FFFFFFFI FFFFFFFF
146 FFFFFFFI FFFFFFFF
186 FFFFFFFE FFFFFFFF

801C0 FFFFFFFE FFFFFFFF
FFFFFFFT FFFFFFFF
80248 FEEEFFFS FFFFFFFF
8@ FRFFRFFFE FFFFFFFF

@ FFFFFFFE FF FEFFFEFF £F

Figure 7:Data Deletion Output Before the Full Efficient NVM Usage Study

However, after integrating the fully efficient memory usage structure, as much as the size
of the deleted data, the data after that address is shifted and thus the lost space is eluded as seen

in Figure-8.

FEFFFFFF
FFFFFFFF

@ FFFFFFFT FFFFFFFF FFFFFFFF
80100 FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFEFEF FFFFFFFF FFFFFFFF FRFFFFFF FRFFFFFF FFFFFFFE FFFFFFFF
148 FRFFFFFS F FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFF FFFFFFFF
8016 FRFFFFFT FFFFFFFF FF FFFFFFFF FF
801C0 FFFFFFFF F FF FFFEFFFF FFFFFFFE FFFFFFFF
@9 FFFFFFFF FEFFFFFF FFFFFFFF FRFFFFEF FFFFFFFF FEFFFFFF FFFFFFFF FEFFFFFF FRFFFFFE FFFFFFFF
4@ FRFFFFFT FFFFFFFT FFFFFFFF
8@ FFFFFFFF FFFFFFFF
Cé FFFFFFF FF FFFFFFEF FF

Figure 8:Data Deletion Output After the Full Efficient NVM Usage Study

FF FFFFFFFF FF

FF FFFFFFFF FFF

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
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4.3  Data Updating

In the test of updating data, all data are represented with their older values as
given in the Figure-9. After that, when the second data is updated, the output becomes
as seen in the Figure-10.

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF

148 FFFFFFFE

n

1C8 FFFFFFFF
288 FFFFFFF
49 FFFFFFFF
88 FFFFFFFF
208 FFFFFFFF FF

7

n

7

Figure 9:Test Output with an Older Valued Data 2

EBxBe830080
)

TJD42357201 54453221 DA237201 54455271 D4237201 54433721 DA237201 54453271 DA237201 54455221 DA237201 54433221
JE68594 4 14 A7F68594 47362514 FFFFFFFF F F FF F FF F F

FFFFFFEF F FFFFFFFF FF
@ FFFFFFFF F

36188 FFFFEFF FFFFFFEF FEFFFFEF E

148 FFFFFFFF F

188 FFFFFFFF FFFFFFFF FFFFFFFE F

1C8 FFFFFFFF F

208 FFFFFFFF FFFFFFFF FFFFFFFF F

248 FFFFFFFF FFFFFFFF FEFFFFFE F

88 FFFFFFFF F

3B2C8 FFFFFEFF F

A oo G oo

FFFFFFFF FFFFFFFF FFFFFFFF FF

FEFEFFEF FEFFFFFF FFFFEFFF FEFFEFEF FFEF

Figure 10:Test Output with a Newer Valued Data 2

5. Discussion and Conclusion

In summary, the full efficient NVM software modules developed for the MCUs
have been developed to extend the life of NVM by optimizing the use of NVM and to
increase the reliability of stored data by reducing the risk of data loss. Thanks to these
features, it can be included in embedded and automotive systems. At the beginning of
this study, the targeted and desired results were fully achieved.

On the other hand, by optimizing the software modules developed in addition to
these features, the operations on the NVM can be made faster. This optimization is one
of the aspects that can be improved for this project.

Finally, the power safe feature can be integrated into the system to ensure the
security of the system against power cuts and to prevent data loss. In addition, the
developed software modules can be encrypted within the scope of security, increasing
the durability and reliability of the data.
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